Virtual Kidnapping Scam

ACT Policing guide to identify and protect from virtual kidnapping scams

What is Virtual Kidnapping?

Virtual kidnapping is a new and emerging scam, often target-
ing international students. Scammers will contact the victim
by phone and typically impersonate a person in authority
such as a police officer or government agency representative,
often from their home country.

Scammers will advise the victim they have been identified as
being involved in a crime and the call will be transferred to
‘police’, who are also part of the scam. Scammers may seek
to appear genuine by knowing things about the victim and
sending pictures of fake documents like an arrest warrant
with the victim's name included. Scammers may also use
phone

numbers linked with a Government agency. Scammers will
require the victim to use online communication platforms to
communicate, such as ‘Skype’ and 'WeChat' among others.

Scammers will eventually demand money be paid via online
banking transfer, with threats accompanying the demands.
The threats may include things like being arrested, having
assets frozen, and/or deportation from Australia.

As the scam escalates, scammers will tell the victim to leave
their home, university, friends and life. They will have the
person withdraw cash and remove the SIM cards from their
mobile

telephone to make the victim isolated. Scammers will provide
advice to the victim on how to obtain funds, which usually
involves having the victim stage their own (fake) kidnapping.

Once the victim is under the control of the scammer, the
scammer will take control of the victim's social media
accounts. They will then contact the victim's family advising
of their

kidnapping. A ransom is then demanded to secure the
release

of the victim and the victim is made to do things like taking
photos to provide the appearance of a kidnapping. This can
occurs usually without the victim ever meeting any third party
or being kidnapped.

How to spot a scam?

Identifying a scam may be difficult to spot initially.
Scammers may:

+ Use technology to disguise what phone number they're

using, appearing to call from and be contactable on an
official phone number

- Pretend to be from an organisation or agency that is
common or well known to use personal information

- Use information previously provided by you to obtain
further information

- Ask you to download or use other communication
platforms other than traditional telephone calls

+ Inform you that you have been identified in criminal activity
and that payment will need to be made

+ Inform you the investigation is confidential and not to
attend a police station

- Request you remove SIM cards, turn GPS off and distance
yourself from friends and family

- Requesting to meet at a hotel

What you should NEVER do:

- Never make a bank transfer or payment to anyone, unless
you have confirmed the person is who they say they are

- Never share information about yourself or others unless
you know for certain who you are dealing with

- Never leave your camera on, tell someone where you are,
or take photos or videos of yourself if asked by someone
you don't know

What you SHOULD do:

+ Check if the call is real or not by hanging up and calling
the organisation they are claiming to be from. Use contact
details you have found yourself. Do not use contact details
provided to you by the caller

- If you're unsure or are being threatened by a caller, hang up
the phone

- Report suspicious behaviour to police and Scam Watch

- Speak to friends and family about the incident for support
+ Speak to your university for support

+ Contact your Embassy or Consulate Office for advice

Need help?

For police assistance in the ACT you can call 24 hours, seven
days a week, on 131 444 or go to your nearest police station.
If it is a life threatening situation, telephone 000.

To report a scam, visit Scam Watch
www.scamwatch.gov.au/report-a-scam
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